Installing and setting CoGIS

Manual on installing and setting CoGIS Designer and CoGlIS SOE, geoportal CoGIS Portal and
service for work of mobile applications CoGIS Mobile
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1. Preamble

1.1.Platform components
CoGlS platform consists of the following software components:

e CoGIS Designer — a constructor for creation of interactive maps and fully functional web
map applications based on map services, geoprocessing and analyses tools;

e CoGIS SOE (SOE, an abbreviation for Server Object Extension) —a module providing
support for advanced methods to work with the map services layers and objects;

e CoGlIS Portal — a geoportal consisting of catalog of published interactive maps and map
apps, tools for searching and navigation, and web pages with reference information
which structure and content are set in accordance with the users’ needs;

e CoGIS Mobile — mobile applications for work with interactive maps and map apps on iOS
and Android devices and mobile service for operation of these applications;

e eliteGIS —a GIS server for publishing data and tools as web services.

This manual contains instructions on installing and primary setting of CoGIS Designer, CoGIS
Portal, CoGIS SOE and mobile service for work of CoGIS Mobile! applications.

Instructions on installing and primary setting of GIS server eliteGlIS, a part of CoGIS platform, are
provided in the Installing and setting eLiteGIS manual.

Complete list of instructions on work with platform components is provided in section 1.3 below.

1.2.System requirements
For proper work of CoGIS components on Windows OS, the following needs to be installed:

e Internet Information Services and/or Internet Information Services Hostable Web Core;
e .Net Core 2.2 (ASP.NET Core/.NET Core: Runtime & Hosting Bundle).

For proper work of CoGIS on Linux OS, the web server (NGINX, for example) needs to be
installed.

More details about preparing system for CoGIS installation see in sections below.

1.3.Additional information

Additional information about CoGIS platform can be viewed in the following documents and
manuals:

e General description of CoGlIS platform, including description of GIS server elLiteGIS;
e Manual on publishing GIS services in eliteGlS;

e Manual on installing and setting eLiteGlIS;

e Manual on creating map projects in QGIS;

e Manual on creating map applications in CoGlIS;

1 Since installation of CoGIS Designer, CoGIS Portal, CoGIS SOE and service for work of mobile applications CoGIS
Mobile is done based on a single installation package, in this document the generalized term CoGIS will be used for
all these components.



e Manual on working in mobile applications CoGIS Mobile.



2. Installing CoGIS
2.1.Installing on Windows OS

2.1.1. Preliminary system setup
2.1.1.1. Internet Information Services (IS)
For work of CoGIS make sure that the IIS program components are installed in the system.

To do so, go to Windows Features (Windows components) of control panel:

Control Panel -> Programs and Features -> Turn Windows features on or off

E= Programs and Features
k' Uninstall a program | B Turn Windows features on or off | View installed updates

Run programs made for previous versions of Windows | How to install a program

If Internet Information Services and/or Internet Information Services Hostable Web Core
components are turned off, turn them on as shown on Figure 1.

Windows Features - O
Turn Windows features on or off (7]

Toturn a feature on, select its check box. To turn a feature off, clear its
check box. & filled box means that only part of the feature is turned on.

[] 1 Hyper-v ~
, Internet Explorer 11

J Internet Information Services

J Internet Information Services Hostable Web Core

|+
<] <)<

. Legacy Components W

Cancel

=

Figure 1 —Turning on IIS program components
Then press OK. The program components will be installed.

2.1.1.2. .NET Core 3.1
For work of CoGIS you also need to install .Net Core 3.1 (module ASP.NET Core/.NET Core:
Runtime & Hosting Bundle).

To do so, follow the link at https://dotnet.microsoft.com/download/dotnet-core/3.1 and
download the installer as shown on Figure 2 below.



https://dotnet.microsoft.com/download/dotnet-core/3.1

ASP.NET Core Runtime 3.1.15

The ASP.NET Core Runtime enables you to run e
applications. On Windows, we recommend inst
which includes the .NET Runtime and IIS supp

11S runtime support (ASP.NET Core Module v2
13.1.21106.15

0s Installers Binaries

Linux Package manager Arm32 | Al
instructions x64 Alpine

macOS x64

Windows | x64 | Arm32 | xt
x86

Figure 2 — Downloading .Net Core 2.2 installer

Now install dotnet-hosting-3.1.15-win.exe, as shown on figures below, Figure 3-Figure 5.

H!Ir Microsoft .NET Core 3.1.15 - Windows Server Hosting 5... —

NET Microsoft .NET Core 3.1.15
' Windows Server Hosting

Welcome to the Microsoft NET Core 3.1.15 - Windows Server Hosting Setup.
Please restart IIS after the installation completes. You can find additional information

here,

Microsoft .NET Core 3.1.15 - Windows Server Hosting license terms and privacy
statement,

| agree to the license terms and conditions

| Pinstall_§ |  Close

Figure 3 — Installing .Net Core 3.1 —step 1



q-;!'r Microsoft .NET Core 3.1.15 - Windows Server Hosting 5... —

NET Microsoft .NET Core 3.1.15
' Windows Server Hosting

Setup Progress

Processing: Microsoft NET Core Runtime - 3.1.15 (x86)
[

Cancel

Figure 4 — Installing .Net Core 3.1 —step 2

1-,? Microsoft .NET Core 3.1.15 - Windows Server Hosting 5... —

NET Microsoft .NET Core 3.1.15
' Windows Server Hosting

Installation Successfully Completed

Close

Figure 5 — Installing .Net Core 3.1 —step 3

2.1.2. Running installer

After setting up system for CoGIS installation you can proceed with the installation itself. To do

so, start COGIS.Installer.ru.8.0.msi, and press Next, see Figure 6.




Welcome to the CoGIS 8.0.3196 Setup
Wizard

The Setup Wizard will install CoGIS 8.0.3196 on your computer.
Click Mext to continue or Cancel to exit the Setup Wizard.

COQgIS

Figure 6 — Starting CoGIS installer

2.1.3. End-user license agreement

At the next step of CoGlIS installation you need to read the End-user license agreement, check
the box to accept its terms and conditions and press Next, see Figure 7.

nd-User License Agreemen : .
End-User L Ag t @ cogis

Please read the following license agreement carefully

END-USER LICENSE AGREEMENT

This End-User License Agreement (“Agreement”) is a legal
Agreement between you (“Customer”) and Data East, LLC
(“Licensor”) for “CoGIS” software (“Saoftware Product”) that
accompanies this Agreement, including any associated media,
printed materials and electronic documentation. The
Software Product also includes any software updates, add-on

Ansmananantce ofancdileo famanlafoec choanso andine cannlasnsanfc

I accept the terms in the License Agreement

Print Back Cancel

Figure 7 — End-user license agreement



2.1.4. Installation folder
At this step you need to specify installation folder for CoGIS.

You can press Next to install CoGIS to the default installation folder, or Change, to select the
other folder, see Figure 8.

Destination Folder | @ C Og 1 g

Click Mext to install to the default folder or click Change to choose another

Install CoGIS 8.0.3196 to:

|c:\coc;15\

Back Mext Cancel

Figure 8 — Installation folder

Note: For your convenience you can install eLiteGIS and CoGIS to one directory, for example,
C:\COGISEnterprise)\.

2.1.5. Applications parameters for IIS

At this step of CoGlIS installation you need to specify applications names for Internet Information

Services or keep the default names, see Figure 9.
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i-;?— Installing CoGIS 8.0.3196

Deploy to IS ' .
Enter IIS application names @ C O g 1 S

[ WEB Application name

|c0gis

[«] WEB Application name (mobile version)

|c0gism0hi|e

CoGIS requires .MET Core 3.1
(module "ASP.NET Core Runtime: Hosting Bundle") to work

https://dotnet.microsoft.com/download/dotnet-core/3.1

Back Mext Cancel

Figure 9 — Applications parameters for IIS

If needed, you can press Config to select site binding and press OK. By default, the Http option is
selected, see Figure 10.

i\% Config

Select binding type of IS site

(@ Hitp Onttps () Custom

Figure 10 — Site binding

Press Next to get to the next step, see Figure 11.

Config Back Next Cancel

Figure 11 — Proceeding to installation
2.1.6. Installation

At this step, the CoGlIS installation will be done. Press Install as shown on Figure 12 to start the
process.
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Ready to install CoGIS 8.0.3196 @ COdg l S

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back E !;I.nstall i Cancel

Figure 12 — Staring CoGIS installation process

The progress bar showing the installation process will appear, see Figure 13.

Please wait while the Setup Wizard installs CoGIS 8.0.3196.

Status: Installing Config Keys and Values

Figure 13 — Installing CoGIS

2.1.7. Installation completion

Upon CoGIS installation completion, the appropriate message will appear, see Figure 14.

Check the box for Enter license key to register the product and press Finish.

12



Completed the CoGIS 8.0.3196 Setup
Wizard

Click the Finish button to exit the Setup Wizard.

cCOgis

Enter license key

Figure 14 — Installation completion

2.1.8. Installing license

The dialog of License manager will appear, press Install new license, see Figure 15.

= License Manager

Products Installed licenses Install new license

Active  Product License type

Figure 15 — License manager

In the appeared dialog Product registration select the product registration type and press Next,
see Figure 16.
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;.F' Product registration

Product registration requires activation key or multiline license code.
® Activation key
(e.g. ZM5ZK-WRFW6-IEFM1-3WZLK-36RRZ)

O Multiline license code generated for computer with the ID
'E7A1-2819'

Next H Cancel

Figure 16 — Selecting product registration type

If the Activation key option is selected, enter the respective activation key as shown on Figure
17, and press Next.

;.F' Product registration

Enter your activation key:

NMNMI-VIF44-4XIIS-VE4XA-D4147

Your computer |D:

E7A1-2819

Figure 17 — Entering activation key

If Multiline license code option is selected, which is generated by computer ID, enter the
respective code, see Figure 18, and press Next.
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;.F' Product registration

Enter your multiline license code:

--- COGIS 8.0 LICENSE KEY BEGIN ---
AIPfQHe3ppSPFENIMwNkxcmpTP1u+sMDYq4YcGKg
EocKrNCWK5xc7JxjMkVr88YFbvgcz0GqE4uhMQ8i
R824qLaSh6)B604xihTqMJzxz90/hheMM+gHvrkd
BzaENKI/V9ZzMhz2ZYXUa48xLVJpdOvVb3PPsRaP
L+|dUHLKBOrRC8VIT9oWQTtgYqtMOdZAoW6Mznk7
CZ+A/RCbIjFObX24XuyYFJjWsRe93dRfAZ1RxsxM

Back | | Next || Cancel

Figure 18 — Entering multiline license key

In the appeared dialog select Activate now by Internet, see Figure 19, and press Next.

;.F' Product registration

Product activation requires:

® Activate now by Internet

‘Proxy settings...‘

O Activate by email
(May be time consuming)

Figure 19 — Activating license

Note: if you are not connected to Internet, you can activate your license via email, but this may
take some time.

Now select product version that needs to be registered, see Figure 20, and press Next.
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;.F' Product registration

Select product version to be registered:

& CoGIS 8.0

Figure 20 — Selecting product version

The message saying about successful product registration will appear, see Figure 21.

;.F' Product registration

Product registered successfully.
CoGIS 8.0 Trial License

The license is valid through 02 September 2021

Back H OK ‘ ‘ Cancel

Figure 21 — Registration completion

Press OK.

The installed license will appear in the License manager, see Figure 22.
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¥ License Manager

Products Installed licenses Install new license
< Data East, LLC Active Product License type
4 CoGIS

8.0 & Activate| % Uninstall Yes CoGIS8.0 Trial License

Figure 22 — Installed license
Close License manager, CoGlIS installation and registration are completed.
2.1.9. Primary setting and performance testing

2.1.9.1. Starting lIS

For primary setting and testing CoGlIS performance you need to start Internet Information
Services (1IS) Manager first.

Press WIN+S to open the search field and enter IIS. In the search results list select Internet
Information Services (1IS) Manager, and run the program, see Figure 23.

Search

Everywhere ~

lls B

"!“E Internet Information Services (115)
b Manager

Figure 23 — Running IIS

Now make sure that server is started, otherwise, press Start, see Figure 24.
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m |‘ﬂ b <WMA KOMMBHOTERE> b |ﬁ|9'

File  View Help

ﬁ AIR8 Home
Manage Server

rt

) 2 Resta
Filter: + % Go - G Show All | Group by: = ‘_,_—-—"‘
[P Start ]
ASP.NET .
T ‘ — . Stop _‘\
E= @ @ [=] /] View Application Pools
NET

MET Errar NET MET Trust View Sites

NET

Authorizat.. Compilation Pages Globalization Levels Change .MET Framewaork /

J— = Version
LB}] ﬁ [a @ Get New Web Platform /

Application  Connection Machine Key  Pages and Providers Compriuy
Settings Strings Controls 9 Help

&L &

Session State SMTP E-mail

FTP

[ Festures View] - Content View

Figure 24 — Starting IIS server

Now make sure that Default Web Site is started, otherwise press Start, see Figure 25.

m |iﬁ b <UMA KOMAbHOTEP® b Sites b |ﬁ|'

File  View Help

& |

a qﬂ <MMA KOMNBHOTERE>
! Application Poolg

View Applications

View Virtual Directories
Manage Website
b Ae Default Web 3 | @3 Default Web Site 1 | Stopped (http) | & Restart 2 Restart

N e I

B Stop B Stop

Browse Website
Browse *80 (http)

Advanced Settings...

Configure
Failed Request Tracing...

Limits...

<

Add FTP Publishing...

@ Content Yiew 9 Help

Figure 25 — Starting Default Web Site
2.1.9.2. Setting and testing CoGIS

For setting and testing CoGIS open CoGIS Portal from Internet Information Services (11S)
Manager, see Figure 26.
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@ |.f? F <WMA KoMNbtoTepa> b Sites » Default Web Site » cogis » | @ |0'

File  View Help

# H; /cogis Home B Elore

<WMA KomMnbtoTepa> (DATA . Edit Permissions...

2} Application Pools . : X
E=| Basic Settings...
(@] Sites :

a ) Default Web Site . — View Virtual Directories

[>|:-'| aspnet_client 5 M Aoplicati
[> ' .NET Error

ol Pages Browse Application
Edit Permissions... - Browse =80 (http)

L
e

b elitegis Add Application... Advanced Settings...

b .‘? cogism
[ .‘? elitegis

Add Virtual Directory... {NET Roles @ Help

Manage Application /| Browse |

Refresh Advanced Settings...
FF
Settings N

Remove

Switch to Content View
> =o ey

ntent View

Figure 26 — Starting CoGIS from Internet Information Services (IIS) Manager

Now (at http://localhost/cogis) CoGIS Portal tab will open. Press Administration and select
Settings item in the drop down list, see Figure 27.

%1 Katanor mHrepakimeseix kapT

@ localhost/cogis T

acogis Kartanor kapT AIMHUHUCTPUPOBAHHE BoiTH ‘

KoHCTpyKTOp

Mpasuna SOE |-| COGIS

YYETHBIE 32NHCH
Ynpaenexue dannamm

Cepeucel

HacTpoiku

KaTtanor kapT nycTon

© [ara Wcr hitps://cogis dataeast com

Figure 27 — Starting CoGIS Portal

In the General settings tab specify path to /eliteGIS.SOE folder from directory with installed
eliteGIS, see Figure 28.
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http://localhost/cogis

@CogiS KaTanor kapt AIMUHUCTPHPOBAHHE

Monb30BaTENLCKUIA HTEpDEdT Haszsanue MyTs A0 KOPHEEOW NankM
Cnucok MMC-cepeepos

: ‘ MopTan (App_Data) ‘ _ICOGIS. FrontEnd/App_Data

Mpasa AnAa agMWHWUCTPaTopOoB

. : ‘ Mopran (Customer) ‘ . [COGIS.FrontEnd/wwwroot/Customer
NW4HbIA KAOUHET, aBTOPH3ALNA W PErMCTPaLNA
YNpaBneHWe YYETHLIMKM 3anWCAMKW NoNb30BaTENEN : ‘ MoBKnbHLIA cepeuc (App_Data ‘ _ICOGIS.Mobile/App_Data
SMTP cepsep
TexHu4yeckue padoTol
: ‘J‘Ioru ‘ _ICOGIS.Logs

: ‘ OhnaitH KapTel ‘ _ICOGIS. Mobile.Offline.Maps

) | |
: |soe | |creLitesisieLiesis SO |

‘ LabnoHbl OTYETOB ‘ _[COGIS.FrontEnd.ReportTemplates

Figure 28 — Setting CoGIS (1)
In the GIS servers list tab fill in the appropriate fields, see Figure 29:
e Public URL: http://<uma rkomnbroTepa>/elitegis

e URL: http://localhost/elitegis
e Login: admin

e Password: admin.

@ C Og ] S Karanor kapt AOMWHWCTPMpOBaHWE ¥

OBGLLUMe HACTPORKK

MMC-cepeepa @
Monb30BaTensLCKMA MHTEPMENRC

: TUC-cepsep & %

MyGnu4HbIR URL . L
MpaBa AnA AAMHHUCTPATOPOB Y |http_.ff<un.|ﬂ KomnetoTEpa=/elitegis |@

NMYHEIR KaOMHET, aBTOPM3ALMA M PETUCTPALMA Windows AoMeH | ‘

YNpaBneHHe YY4eTHBIMK 3anUcAMK Nonb30BaTenen
[octyn AnA aaMUMHUCTPUPOBaHKUA

SMTP cepeep
URL . o

TexHuyeckue padoTsl | nitp-/flocalhost/elitegis |@
Norux | admin |
Mapons | admin |

W poBaTe NOTMH-Naponk NpW COXPaHEHWA HACTPOEK

I Portal for ArcGIS

Figure 29 — Setting CoGlIS (2)
2.2.Installing on Linux OS

2.2.1. Setting up Windows environment for connection with Linux
The following steps should be done:

Install PUTTY client, download installation package at https://www.putty.org/.

Install WinSCP client, download installation package at https://winscp.net/eng/download.php.

Create new connection to Linux in PUTTY: enter session name and press Save, see Figure 30.
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http://localhost/elitegis
https://www.putty.org/
https://winscp.net/eng/download.php

ﬁ PuTTY Configuration

Categony:
—|- Session
Logging
- Terminal
- Keyboard
- Bell
- Features
= Wirid o
- Bppearance
- Behaviour
- Tranzlation
+- Selection

= Connection
- Data

- Prowy
- Telret
- Rlogin
+- 55H

o Gerial

Abot Help

B azic options for pour PuT T sesszion

Specify the destination you want ta connect to
Host Mame [or P addressz) Bort

192.168.0.139 | |22

Connection type:
() Raw () Telnet () Rlogin @ SSH () Serial

Load, zave or delete a stored session
Saved Seszions

Default Settings Load

WinSCP temporary session =

build-lirnws Cave
Delete

Cloze window on exit:
() Alway:  (_IMever () Only on clean exit

Figure 30 — Creating new connection to Linux in PuTTY

To open connection press Open and enter login and password in the appeared window, see

Figure 31 and Figure 32.

1921680139 - PUTTY
@ login as: I

Figure 31 — Opening connection in PuTTY: entering login
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BE dataeast@vm-cogis-ubuntu: ~ — O *
g

m information as of Mon Apr =2

2.168.0.139

from 192,165

trator [(user "root™), U "zudo <command:"T.

Figure 32 — Opening connection in PUTTY: entering password

Same way connect to Linux via WinSCP, see Figure 33 and Figure 34.

By Login — *

|;'|' Mew Sike Session
B build_centos File protocal:
Build-Cent0s
L Build-Cen SFTP v
4 centos
E jataadminlﬂ;‘llgz 168.10.10 Hosk name: Pork number:
ataeastmdey "
L datasast@dewv-root |192'1E'B'|:|'139 | | s |
L minzdray
ser name: Passwiord:
& nche@19z.168.0.62
|dataeast | |-||-|-|--| |
Save - Advanced. .. |Y

Tools - Manage - Laqin |v Close Help

Figure 33 — Connecting to Linux via WinSCP (1)
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&1 publish - dataeast@192.168.0.139 - WinSCP - m} X
Local Mark Files Commands Session Options Rernote Help
[ E3 3 Synchronize | Bl &F [ & Bl Queue ~ Transfer Settings Default - g
[ dataeast@192.168.0.139 X Mew Session
i Tt Local Disk = [§ = E = ]:;j B‘E" QC, dataeast - E o @ = m E @ Find Files .DC,
9 Mew = ™ EF Mew -
ChetchsrchTestshelite ConsalelbinReleasehnetcareappd. &ypublishty fhome/dataeast!
Mame Size  Type h Changed Marne h Size Changed Rights Cuuner
P Parent directory 19.02.2020 13:52:24 . 20.04.2020 14:04:13 racr-xrx oot
runtirmes File folder 17.02.2020 14:33:52
%] Aterniko.eLiteMap.dil B13KE  Application exten..  18.02.2020 12:42:40
%] eLiteCansale.dll 6kKB  Application exten,.,  19.02,2020 12:17:29
IT eLiteConsale.deps.json 2KB  JSOMN File 19.02.2020 12:17:30
LT eLiteConsole.runtime.., TKB JSOM File 19.02.2020 12:17:20
& eliteConsole pdb 2KB  Prograrn DebugD.. 19.02.2020 12:17:29
| | carrymap.so 0067 KB S0 File 19.02.2020 13:51:19
QB of 301 MBin Qof 7 O0Bof 0BinQofd & hidden
Command » v
& sFTe3 201110

Figure 34 — Connecting to Linux via WinSCP (2)
2.2.2. Setting up Linux before installing CoGIS
The following steps should be done to set up Linux before installing CoGIS:
Update system performing the following commands:

sudo apt-get update
sudo apt-get upgrade

Install dotnet core runtime performing the following commands:

wget https://packages.microsoft.com/config/ubuntu/18.04/packages-
microsoft-prod.deb -0 packages-microsoft-prod.deb

sudo dpkg -i packages-microsoft-prod.deb

sudo add-apt-repository universe

sudo apt-get update

sudo apt-get install apt-transport-https

sudo apt-get update

sudo apt-get install aspnetcore-runtime-2.2

In the last command the version number is specified.
Install NGINX performing the following command:
sudo apt-get install nginx
Install PostgreSQL u PostGIS performing the following command:
sudo apt install postgresql postgis
Note: At the time of writing this instruction, version 10.12 and PostGIS 2.4 are installed.

Change password for PostgreSQL performing the following commands:
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sudo su - postgres

psql -c “alter user postgres with password 1°”

exit

Set up PostgreSQL for remote connections.

Note: This step can be omitted for the security purposes. But if you plan to work with server
remotely, you need to follow the instructions provided below.

To set up remote connections to PostgreSQL (see Figure 35), edit configuration file: add option

to connect externally, add line host all all 0.0.0.0/0 md5. Besides, change all authentication

methods to md5:

sudo nano /etc/postgresql/10/main/pg_hba.conf

dataeast@vm-cogis-ubuntu: ~ O *
GHU nano 2.9.3 fetofpostgresglys 10/ main/ py hbha.cont Modified

B B s B AJ AC

£ £ A'lll £ £ £

Figure 35 — Setting up remote connections to PostgreSQL (1)

Open access for external connections. Here you can also edit maximal number of connections,

see Figure 36:

sudo nano /etc/postgresql/10/main/postgresql.conf

~
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dataeast@vm-cogis-ubuntu; ~ - O >

GHU nano 2.9.3 fetoe/postgresgl/ 10/ main/ postgresgl . cont A

[ Read 662 lines ]
A £ £ B AJ AC

A £s AHI s EN A

Figure 36 — Setting up remote connections to PostgreSQL (2)
Now restart PostgreSQL with the following command:
sudo systemctl restart postgresql
Setting up Linux is finished.

2.2.3. Setting NGINX

In order to set reverse proxy in NGINX, you need to build configuration and redirect requests to
the appropriate CoGIS components. To do so, the following steps should be done:

Delete the previous settings, performing the following command:
unlink /etc/nginx/sites-enabled/default

Go to directory of available sites:
cd /etc/nginx/sites-available

Create configuration:
nano r‘ever‘se—pr‘oxy.con-F

Content of reverse-proxy.conf file is as following:

server {

listen 443;

access_log /var/log/nginx/reverse-access.log;
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error_log /var/log/nginx/reverse-error.log;

server_name SERVERNAME localhost;
ssl on;
ssl_certificate /etc/nginx/ssl/cert.crt;

ssl certificate_key /etc/nginx/ssl/cert.key;

client_max_body_size 100M;

location /gis/ {
proxy_pass http://127.0.0.1:5000/;

location /portal/ {
proxy_pass http://127.0.0.1:5001/;

location /elitegismanager/ {

proxy_pass http://127.0.0.1:5002/;

location /mobile/ {

proxy_pass http://127.0.0.1:5003/;

}
Copy link to the new configuration:

In -s /etc/nginx/sites-available/reverse-proxy.conf /etc/nginx/sites-
enabled/reverse-proxy.conf

Reload NGINX:

nginx -s reload

2.2.4. Installing CoGIS

After all the preliminary steps you can proceed with CoGlIS installation as follows:
Connect to Linux via WinSCP.

Copy packages as shown on Figure 37.
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Figure 37 — Copying packages
Go to PUTTY and start installation as following:
sudo dpkg -i elitegis_8.0.761_x86_64.deb
sudo dpkg -i cogis_8.0.2822 x86_64.deb
Configure CoGlS, see Figure 38:
sudo /usr/cogis/setup
B dataeast@vm-cogis-ubuntu: ~ - ] X

Figure 38 — Configuring CoGIS

For fine tuning use the following command:
sudo nano /usr/cogis/frontend/App Data/settings.xml
Now install license performing the following command, see Figure 39:

sudo dotnet /usr/cogis/licensing/DataEast.Licensing.Console.Manager.dll
activate -k JAIIS-HIWA2-3EWC2-VYPX9-EK2R9 -a "/usr/cogis/licensing/CoGIS
8.0.appinfo"
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B datacast@vm-cogis-ubuntu ~ - O X

Figure 39 — Installing license
Restart server performing the following command:
sudo systemctl restart cogis

CoGIS is installed.

2.3.Checking out work of the test map

In order to verify work of the test map, go to eliteGIS Manager, Services tab. Make sure that
WorldMap service is started (Status: 3anyuieH) and follow the service link, see Figure 40.

E.-LiteGISMGrnger Cepeucsl HacTpoiiem Mone3oeateni 1 rpynne NuuyeHzrposaque Nuurent kabuxer

@ |/ elLiteGIS.Services I Ve

S 3arpyauTe deaidn Mnu nepeTawmre ero clga

A MocnegHWe WaMEHEHUA Tun cepemca  TWn KapTel Cratyc

Figure 40 — Getting information about test service

In the new tab of the browser the information about service in JSON format will be shown. Copy
address of published service, see Figure 41.
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-a i{HMH komneroTepa=/elitegis/rest/services/WorldMap/MapServer i

i

“error”:
"layers™:

Raw
null,

[

Parsed

{

"id": @,
"name™: "World Map™,
"type™: "Group Layer”,
"parentlLayerId”: -1,
"defaultvisibility™: true,
"sublayerIds™: [

1,

i@,

16,

18
I
"minScale": @,
"maxscals": @

s -

Figure 41 — Information about service in JSON format

Now check the work of published web map service in CoGIS, see Figure 42:
e Go to CoGlIS Designer (1)
e Addonline map (2)
e In Services tab (3) press Add service -> Map service (4)
e To the URL line paste the WorldMap service address copied from eLiteGIS Manager (5)
e Save the map (6)
e Open the map (7)

‘:; Koncrpyxrop | CoGIS eliteGIS Manager - Buibop ceps: X o

@ localhost/cogis/catalog/admin#Map_1

Katanor kapt

KaTanor kapT AOMMHUCTDUDOBaHUE ~

« @cogis

YUYeTHbIE 3an1cH

Ynpaenewue daiinamm

AOMUHUCTPUPOBAHHE —
e Be i v
N e ‘ " ‘
KoucTpyrTop 1 [
Mpaexna SOE KopHeeas nanka Bepcna 1 D’Tj @

— g
4

Cepauchl 3 @ OCHOEHLI® CepBHCEI KapTel (1)
Hactpoiiku P4 ES! WorldMap &
@ ‘ url Ihﬂpj."."<l1Mﬂ KOMI broTepa>.-’e|itegisa‘resta'services.“;".u'orldMap.f'MapServer| ‘ @

Figure 42 — Opening map based on web map service published in eLiteGIS

Example of correctly opened map is shown on Figure 44.
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Figure 43 — Viewing published map in web browser

Checking out is finished.

2.4.Installing and updating SOE

2.4.1. Installing and updating SOE. General information.

SOE is an abbreviation for Server Object Extension that CoGIS uses to extent functionality of map
services. SOE is provided to:

1) Create and then update and delete on online map:

— Objects in map service layer and their values; edit objects geometry; combine objects;
— Records in attribute tables of map service;
— Files attached in Identification dialogs or attached to records in attribute tables.

2) Add and delete relationships:

— One to one. When creating or updating object in layer, it is related with object of
another layer by key field.

— One to many. When creating or updating object in layer, it is related with objects of
another layer by key field.

— Many to many. When creating or updating objects in layer, they are related with
objects of another layer by key field.

3) Limit editing by:

— operations;

— groups of users;
— layers;

— objects values;
— territory;

— objects.

4) Run geotriggers:
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— creating relations;

— editing related objects;

— updating field;

— geocoding;

— building buffer zone;

— sending messages

— updating topology;

— calculating relations numbers;
— calculating geometry attributes.

GEOTRIGGERS OPERATE AUTOMATICALLY WHEN PERFORMING OPERATION
OF ‘EDIT’ PLUGIN.

5) Limit views and requests by:
— groups of users;

— layers;
— objects.

6) Track editing history by operations. Restore object after changes.

7) Download data from file of SHP, XLS, XLSX, CSV, GPX formats to map service layer added to
online map.

8) Upload data from map service layer as files of SHP, XLSX, CSV formats.

9) Convert data while download using custom coordinate systems and transformation
parameters.

10) Display files attached in Identification dialogs or to records in attribute tables, in Picture
gallery, and establish condition to:

— number of files allowed to be attached to object;
— total number of files for layer;
— scale;
— attachment file size.
11) Store files on disk outside database. Work with user attachment attributes.

12)  Specify calculation of:

— objectsin layer;
— records in table;
— objects considering layer symbology by unique values, by ranges.

CALCULATION IS MADE BASED ON FILTERS SPECIFIED IN COGIS DESIGNER
AND SET BY USERS ON ONLINE MAP.

13) Perform advanced search for objects, namely:

— quick and flexible search by map service layers;

— search based on filters selected by the user;

— sorting search results by distance;

— search based on restrictions by SQL condition, by territory.

SOE allows to use:
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— geotriggers run while performing one of the editing plugin operations;
— requests catcher provided to limit access to data using different criteria.
2.4.2. Installing SOE
Installation of SOE depends on operating features of GIS server.
You can install SOE as following:
e By using CoGlS;
By standard means of ArcGIS for Server, to learn more, visit
https://enterprise.arcgis.com/en/server/latest/develop/linux/deploying-an-

extension.htm and https://resources.arcgis.com/en/help/server-admin-
api/registerExtension.html.

To install SOE using CoGIS, go to Administration menu and select Services. The page shown on
figure below, will appear, see Figure 44.

@COQIS Katanor AOMHHHCTOHPOBAHKE ¥
Kapr
MAC-cepeep hd KoHCTpYETOPR
MMC-cepeep PaclwMpeHua Cepencos

YYeTHEIE JanncH

Ynpasnexue dannami

HacTpoRkm

Figure 44 — Installing SOE

This page is provided for managing services of GIS server, with which the connection is
established. The process of connection to GIS server is provided below, see section 3.2.1. Select
GIS server on which SOE will be installed.

In the lower left corner press Ycmaroska SOE and select one of the provided variants in the
appeared dialog:

e |Install from App_Data\soe;
e Select file — specify CoGIS.Core.Soe.CompositeSoe.soe.

For each map service in CoGIS Designer in Services tab establish connection to CoGIS SOE for
map service, and set its working rules at PacwupeHus cepsucos page.
2.4.3. Updating SOE

Due to some peculiarities in work of ArcGIS for Server (in case if ArcGIS for Server and not
eliteGIS is used as GIS server), the process of updating SOE should be done in several steps. The
process should be strictly followed otherwise the proper work of map services is not guaranteed.

e Stop all map services to which SOE has been connected. To do so, press Batch processing
in the lower left corner of the Services page. The window shown on Figure 45 will appear.
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Figure 45 — First step of SOE updating

Select names of all map services to which SOE has been added and press Stop.

1. Stop ArcGIS for Server

Delete LOCK-, RLOCK- and WLOCK lock files from C:\arcgisserver directory
Run ArcGIS for Server

Install SOE as described in section 2.4.2.

Repeat Step 2 and 3.

Uik W

Run all previously stopped map services to which SOE has been added.
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3. Setting CoGIS

3.1.Setting CoGlIS. General information.

After installing CoGlS, it should be set. To do so, in Administration menu select General settings.
The settings page shown on Figure 46 will appear. The navigation tabs are located in the left part
of the settings window. All CoGIS settings are specified on this page.

@COQ]S KaTanor kapT ANMUHMCTOWOOBEAHWE *
OBWME HACTROMKM KOoHCTYKTO

= [ HA3blkM PYKTOp
NoNbE30EATENLCKMA MHTERHEAC Mpasuna SOE
Cnucok MAC-cepEEQOE HsbIk N0 yr

YYETHLIE 3AMMCH
Mpaea AnA aiMAHKMCTRATOPOE 3

5 CTApTOEAS  YNPaBNEHWE halinamm
JIM4HBIA K2BWHET, BETOPM3ELMA M DEMMCTRALMA

. - CEREMCEI
Y¥MPAENEHWE YHETHBIMK 3E3NUCAMK NONEI0EATENEN URL cauTa 2
SMTP-cepeep HacTporkr MoBMNsHOTo CepeMca
MyTh A0 N3 ;
TexHMHECKME paloThl HacTpoRrkK

Figure 46 — CoGlS settings page
3.2.Connection to GIS server

3.2.1. Connection to GIS server. General information.

You need to establish connection to GIS server where map and other services are published.
Services are used for work with online and offline maps. After establishing connection to GIS
server, you will be able to:

— Authorize CoGIS user on GIS server, get token to build requests to services of GIS server;
—  Get list of authorized users and user groups from GIS server, based on which CoGIS
elements’ access rules are specified;

—  Register CoGIS user on GIS server;

—  Change registration parameters of CoGIS users on GIS server;

—  Get list of services of GIS server, run and stop them, update service extensions.

To connect to GIS server, go to GIS servers list shown on Figure 47.
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URL
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NorMH
MNapone
LUWDpo8aTts NOMMH-NAPoNE NPH COXPAHEHHH HACTPOSK
Figure 47 — Connecting to GIS server

Establish connection between web server where CoGIS is deployed and GIS server. To do so,
enter GIS server address to the URL field. This address can be available only within server
infrastructure web server-GIS server. GIS server will receive and process users’ requests. For
example, to registered user GIS server will assign token based on which the user will further get
responses to his requests

If GIS server is deployed on same server, where web server is deployed, you can use the
following address: http://localhost/<ums TWC-cepsepa>.

To authorize account of GIS server administrator, enter login and password. If you want that
login and password will not be explicitly displayed on this tab and saved, cipher it, checking
Encrypt credentials option. Encrypted data is stored in XML file of CoGIS settings on web server.

If in the selected IIS service Windows authorization has been specified as web server, enter the
Windows domain name of your network.

For work with online and offline maps in CoGIS Designer you will need services. To build requests
to services, in Public URL field enter address of GIS server where these services have been
published. To avoid possible errors, make sure that address of service mentioned in CoGIS
Designer contains the address of GIS server specified here, for example, as shown on Figure 48.
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Figure 48 — Including address of GIS server to address of service

For debugging purposes you can establish connection to multiple GIS servers. When setting
users authorization and registration and managing administration access rights, make sure to
specify GIS server for which these settings will be applied. To do so, in tabs Administrator
permissions and Personal account, authorization and registration select GIS server in the
dropdown list, as shown on Figure 49.

CfllHe HACTPORKM .
. ) FHC-cepeep FMC-cepeep -
Monb30BATENBECKWA HHTEpPEAC

Cnmcox MUC-cepeepos Komctpykrop (3) rMC-cepeep

Demo
Mpasa AnNA aAMHHKCTRATOPOR PegakTuposaHue -

Figure 49 — Selecting GIS server

3.2.2. Restoring password for administrator account

If you cannot login under administrator account after ciphering login and password, you will
need XML file of settings stored on web server. In this XML file delete the line with encryption
and enter the line with login and password. See Figure 50 with location of this line.

Delete:
<encryptedCredentials>wudp</encryptedCredentials>
Enter:
<login>enter login</login>

<password>enter password</password>
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Figure 50 — Restoring password for administrator account
3.3.Managing access to web portal administration

By default administration of web portal is allowed to any user.
Administration menu consists of the following items:

e (CoGIS Designer — provided for creation of main elements of web portal.

e Sandbox — provided for access to CoGIS Designer. At that in the sandbox the user gets
access to his/her maps only, the option of changing settings for maps of the other users
is not provided.

e SOE rules — provided for extending functionality of map service.

e User accounts — provided for managing accounts of users and user groups.

o Files

e Services — provided for SOE installation and update, as well as for managing GIS server
services.

e Settings.

Specify access rights to Administration menu items in Administrator permissions tab. For one
item you can specify different access rights.

Specify access rights to:
e Page view;
e Settings editing.

You can specify access rights for group of users or for separate user. To do so, select the needed

variant from the drop-down list and enter the group or the user’s name. For example, on Figure

51 you can view settings, when CoGIS Designer is available for viewing to all authorized user, and
editing rights are given to one user only.

Oy HACTOARA

. . MC-cepeep FHC-cepaep -
MoNE30BATENLCEMH MHTEDEC
PSP 1 1.
Cnncoe THC -CEpBepos Kowcpymep ()
TpsaEs e AQMHHHCTIETOPOS MpoCcTh v | | BAld ABTODHIOSAHHbIM - x
Mararpad KaSumeT AETOPHIALNA 1 PETMC TR PeAaKTHEOBAHIE » || Nenpsosareno » || ivamoy W

Figure 51 — Setting access rights to Administration menu

List of users registered or authorized on web portal is stored in a table with appropriate fields
published as map service on GIS server.
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3.4.Logging

For debugging of web portal, define which actions need to be recorded and specify location of
the file where these records will be stored. To do so, go to Global settings tab, Logging section.
Set the file size limitation. To allow users to see errors arising during the work, check Show errors
option. To record users activity, specify frequency of transferring this information to web server
where CoGIS is installed.

3.5.Giving web access to web server files

Sometimes during work you need to get access to web server files or folders. For example, to
create offline maps, CMF2 files are used. During web portal debugging it is convenient to view
log files straightaway. Report on selected thematic layers of online map is made in XLSX format.
As a rule, all these files are stored on web server. Besides, in CoGIS you can download files and
use them for information purposes, for example, create the link provided for automatic file
download.

Prior to set access privileges to web server folders, make sure that full access to these folders is
allowed for your account. Then, in CoGIS in Global settings tab, in File storages section specify
folder location and its name that will be displayed to users. The folder content will be available
for update and download in the Files section of Administration menu.

For example, Figure 52 shows location of web server folders and how they are displayed in the
Files section. If you want to allow web access to files for all users, check the Allow downloading
via web option for the folder where these files are stored.
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Ynpagaenne daiiiamn

KATANOr E3pT AJWMAHACTPUPOSAHIEE

b KOHCTRWRTOP KapT
FPACWHPEHUA CEDENCOE
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Cepancn
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Figure 52 — Setting access to web server folders
3.6.Setting interface

3.6.1. Setting interface. General information.

You can specify the following interface settings:

e Select interface language;
e Specify welcome page;
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e Edit menu;

e Download logo;

e Specify page title in browser;
e Specify footer content.

3.6.2. Language

The interface language is set in General settings tab shown on Figure 53.

OOUMEe HACTPORKH
N N Aabikn # PycckMi ) AHFMHACKHA
Monb30BATENLCKHA MHTEPDERC ’
Crncok MTAC-Cepaepos FIBIE NG YMONYAHHED PYCCKMI -
Mpasa ANA AGMHUHHCTPATOPOB ;
CTaproBas cTpaHnya Karanor kapt -
TTHYHBIA K30HHET, ABTOPHIALUMA W PEerMCTpaunA
YNPABNEHHE YHETHRIMK 3ANHCAMM NONL308aTENEA Map_13
SMTP renmen KMap_14

Figure 53 — Selecting interface language

Select interface languages, at the moment English and Russian are available. Select the default

language.

3.6.3. Start page

By default the start page is Map catalog page described in the Setting map catalog section. To
redefine the start page, select any other portal element, for example, page or online map from

the drop-down list, see Figure 54.
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Figure 54 — Selecting start page
3.6.4. Menu

You can edit menu adding new items and specifying their representation. Any CoGIS element can
be selected as the menu item. Go to User interface tab to start editing menu. In the Menu select
the element from the list that should be added as menu item, for example, as shown on Figure

55.

Colligss HBCTDOMH

oML OEATENECRAA MHTEDEEAC

Crmcos MAC-Oepacpon

LUIAGNCH HaOBaHER TRy
Pyt 0y Coss
MNp@Ba LNA AQMHFACTRATOPCR ARTHIC )| CoGIs

Miritib E3HaeT, SETORHIMIHA W DETHCTE0MA BABHNY CAATA \-‘:_;

YIPARNEHAE YHETHLMA JANHCALIN NONLIOBATENEH OTolpaaaTe HEoHEY B Opaysepe

SMTP Cepesp OTREDAETE TONBID MIDHTY
| Proect | OTOOQIATE HEGHEY B DpayMepe
NpnacT pardom 1| Project B0
R . {ATnaC - OTolpa=aTs TONLED MEDHEY

Figure 55 — Setting web portal menu
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If you select folder as the menu item, you can set its display method as drop down list of child
elements. To do so, check the Show submenu option.

Menu items can be displayed as following:

e Name;
e Name with icon;
e [con.

To download icon, press the button shown on Figure 55 above. After that, check the Show icon
in browser or Show icon only options, respectively. The menu item name is set in CoGIS Designer,
General settings tab.

Elements are displayed as per access rights set in the Access permissions tab and described in
section Ycnosusa docmyna k anemeHmy. If after menu editing the selected element has not been
displayed as the menu item, it means that your settings do not correlate with set access rights
for elements. For example, if for the element English language has been selected and the default
language is Russian, the element would not be displayed. Or, if you hide some element from
user, the menu item made from this hidden element will also not be displayed.

3.6.5. Logo

Download logos, one of which will be displayed in the CoGIS menu, and the other on online map.
Logo on online map is the button for going to Map catalog tab. Web portal logo is the button for
going to URL address specified in the Logo link field. See Figure 56 to learn where settings are
specified and how they are displayed.
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Figure 56 — Setting logo display
3.6.6. Page title in browser

Page title is set in the Page title templates. Enter the title in the field correspondent to selected
interface language. For example, if you enter <{0} | Your title>, then instead of {0} the title
of the current page Settings will be displayed, as shown on Figure 57.
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Figure 57 — Page title

3.6.7. Additional information. Page footer.

In the lower part of the CoGIS pages and in Map catalog you can locate useful information such
as copyright, terms of using website content, contact details, information about developer, etc.
To add this information to the page footer, enter text or HTML code in the Map catalog footer
section of the User interface tab, see Figure 58.
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Figure 58 — Map catalog footer



3.7.Preparing for users authorization and their accounts management

For users to be able to login on web portal and for you to be able to manage their accounts, the
following is required to be done:

e Publish table with list of user accounts as map service.
e Establish connection with map service.

The table should contain the following attribute fields of specific type and length, see Table 1.

Table 1 — Table with user accounts

Attribute field name Type Length
OBJECTID OID —
Login String 255
PasswordHash String 255
PhoneNumber String 3
Email String 255
FullName String 255
Description String 255
ID String 255
IsConfirmed Smalllnteger —
IsBlocked Smalllnteger —

After publishing table as map service, connection to this map service needs to be established. To
do so, go to User accounts management tab. Check Store user information in table option. Enter
map service address and specify layer number. Note, that the map service address part should
coincide with GIS server address specified in GIS servers list tab, as shown on Figure 59, for
example.
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Figure 59 — Managing user accounts

One user will be able to login differently if you set multiple authorization options as described in
section OwmbKa! MCTOYHUK CCbIKM He HaiaeH. below. If you need that the page for managing
user accounts provided login options for the user, in section Comparison select parameter that
will be used for user’s authentication, for example, by email.

3.8.Setting users login and authorization

3.8.1. Setting users login and authorization. General information.

Authorization and registration of new users are set on Personal account, authorization and
registration tab.

3.8.2. Setting users registration
3.8.2.1.  Setting users registration. General information.
To allow users to register on web portal, check By login/password and Registration options.
Using list of macros shown in Table 2 below, you can create template for registration
confirmation letter.

Table 2 — Macros

Macros Value

{Login} Login used to register

{FullName} Full name specified by registration
{Email} Email

{SiteLink} Link to CoGIS
{SubmitRegistrationLink} Email confirmation link

Figure 60 below shows example of template for registration confirmation letter.
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Figure 60 — Example of template for registration confirmation letter

3.8.2.2. Sending automatic letters to users
For automatic sending of registration confirmation to specified user’s email, set connection
parameters for SMTP server. For setting of automatic letters to registered users, go to SMTP
server tab, see Figure 61.

OBWme HacTpoiku
H P SMTP cepeep

Monb3oBaTensCcKUin MHTepdeic

Cepeep ‘ ‘
Cnucok TMC-cepeepoe
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TexHu4eckue paboTsl

OT Koro ‘ ‘

NMoruu ‘ ‘

Maporb “ ‘

Y Wudpposate norus-napons Npu COXpaHeHUM HAacTPoeK

Figure 61 — Connecting to SMTP server

Enter server name, port, email, login and password. If you need that login and password used for
sender’s authentication would not explicitly be displayed on this tab and would not be saved,
encrypt them checking Encrypt password by saving settings option.

Information about users registered on CoGIS is transferred to GIS server.

3.8.2.3. Additional information in the registration window

If you want that in the lower part of the registration window the additional information is shown,
for example, Privacy policy, go to User interface tab, select the required field in the Registration
window footer section and enter text or HTML code, as shown on Figure 62 for example.
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Figure 62 — Additional information in the Registration window

3.8.2.4. Registration with confirmation

If you want to get confirmation from users registering in CoGlIS, for example, their agreement
with the privacy policy, go to User interface tab. In the Registration window footer section check
Require confirmation option and enter the appropriate text or HTML code. In this case the user
registering in CoGIS will need to first read the Privacy policy text and agree with its terms, after
that the Register button will be enabled. The settings example and Registration window view are

shown on Figure 63.
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Figure 63 — Registration with confirmation

Without sending agreement to process personal data the user will not be able to register in
CoGlS, as the Register button will be disabled.

3.8.3. Setting users authorization

3.8.3.1.  Setting users authorization. General information.

You can set authorization of users registered:

e on GIS server, to do so, check By login/password option.

e via social networks, to do so, select network in the list and enter requested parameters.

3.8.3.2.  Setting users authorization via social networks

For setting users via social networks select social network from the provided list and enter the

requested parameters.

e Facebook

Enter the application ID to app_id field. The app ID can be obtained at
https://developers.facebook.com/. Go to the website, login or authorize. Go to My applications

and select Add new application. Fill in the

form shown on Figure 64.
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Figure 64 — Creating application ID

Press Create application ID, after that the app ID will be shown on the page, see example on
Figure 65. This value should be entered to app_id field.

focebook for developers

E} CoGIS - ID NPHUNOMEHWA: 404435243457 458

M Mavern [ B

e T i e L Ll LTl = S A

Figure 65 — Application ID
e |nstagram

For setting authorization via Instagram, enter Client ID and Client Secret values to api_key and
clientSecret, respectively. To obtain these values, go to https://www.instagram.com/developer.
Sing in or authorize. Go to Manage Clients and select Register a New Client. Fill in the form and
after that you will get Client ID and Client Secret.

3.8.3.3. Additional information. Authorization window footer.

In the lower part of the authorization window you can locate any additional information. To do
so, go to User interface tab, select the required field in the Authorization window footer and
enter the text or HTML code, as shown on Figure 66, for example.
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Figure 66 — Additional information in the authorization window

3.9.Personal account

The view of the Personal account window is shown on Figure 67.
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Figure 67 — Personal account window

In the lower part of the Personal account window you can locate any additional information, for

example copyright sign. To do so, go to User interface tab, select the required field in the
Personal account window footer and enter the text or HTML code, as shown on Figure 68, for

example.
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Figure 68 — Additional information in the Personal account window

In order to set additional items of your personal account, go to Settings/ User accounts
management and specify the required parameters. The sample of additional settings is shown on
Figure 69 and Figure 70.
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Figure 69 — Setting additional parameters of personal account
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Figure 70 — Additional information

3.10. Maintenance works

During maintence works it is recommended to disable access to Map catalog content and other

CoGlIS elements for users. In the Maintenance work tab create the appropriate message about

current maintenance works to be displayed when users will try to open Map catalog content and
other CoGlIS pages.

To explain reasons of maintenance works to other user, enter the maintenance works name in
the field Name that will be shown on the current tab only.

Enter the maintenance works name and description, check Active option. After saving settings
the message This mode is active now will appear. All web portal elements will be hidden for
users. The Map catalog and other CoGIS pages will display only the message you have created,
for example, as shown on Figure 71.
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Figure 71 — Preparing for maintenance works

If you know the planned date or time of maintenance works start and end, you can enter this
data in the appropriate fields as shown on Figure 72. Please note that here server time should be
set. At set time in Map catalog and on elements Internet pages the message with maintenance
works name and description will appear and be fixed there until the works completion.

CHELE HACTRORKMA CepoapHoe Bpeun 1453 Mu Br Cp Y Mr Ch Be

MoNb30EATENECKAA HHTEPDEAC TexHrdeckie pasoTel 1 2 3
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M £30uHeT, A8TOPUIALNA W PETMCTRALYMA ) BRMCYEHD i 1 12 13 14 15 16 17

YIPABNEHNE YHETHRIME ZANBCRMH NONL30BATENSR
fata wawana

SMTP cepecp 25 26 27 28
HajgaHWe AnA Nonb3cBaTenel Yacel
MpoBEaEHHE TEXHHYECKMX padaT MHHY T

H38HHHTE 33 HeyRo0CTES
Figure 72 — Setting maintenance works start and finish dates
3.11. Preparing for work with offline and online maps

3.11.1. Preparing for work with offline maps

For further work with offline maps you will need the folder of CMF?2 files generation that is
usually stored on the web server. To establish connection between the CMF2 files generation
folder and CoGIS, go to General settings tab, select Enable support for offline maps option shown
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on figure below, see Figure 73, and specify path to the folder in the Root folder path field. Make
sure that the access to folder is allowed on the web server.

Monb30BaTENLCKMIA MHTEPDENT

Cnucok NMC-cepeepos
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YNpasneHe yY4eTHLIMKY 3aNUCAMKA NoNb3oBaTene
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Figure 73 — Enabling support for offline maps

3.11.2. Preparing for work with reports

For generation of report during work with online map you will need the folder with report
templates that is stored on the web server. To establish connection between templates folder
and CoGilS, go to General settings tab, select Enable reports option shown on figure below, see
Figure 74, and specify path to the folder in the Root folder path field.

Monb30BaTENLCKUIA MHTEPMDEAC
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Figure 74 — Enabling support for reports

In order that later, when setting up reports or setting up data upload by templates, the
administrator has access to this folder via web interface, you need to enable access to this
folder, see Giving web access to web server files, section Owmnbka! MCTOYHUK CCbINKK HE HaNOEH..

3.11.3. Referencing to coordinate system

For online map you can specify settings with which it will be available for viewing without
basemap. To be able to define objects location, you need to reference your online map to
coordinate system. Specify coordinate system in the User interface tab in the Coordinate systems
section. Specify ID or text representation of the coordinate system.
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3.11.4. Link to map

During work with online map the user can share its current status with other users. For this, the
link is provided that can be either client or server one.

The client link is the link generated by default which contains the following information:

e Map extent used at the moment of the link generation;

e Object’s identification dialog, identification card, attribute table, if they were open at the
moment of the link generation;

e layer in the attribute table selected at the moment of the link generation.

The server link requires additional settings and has number of benefits as compared with the
client link:

e |t contains more information about the map;
e |tisshorter;
e |tis automatically highlighted.

Link to map is generated on pressing % Link to map. By default the button % Link to map is

shown in the lower left corner of the online map, if other location is not specified in the E'
Buttons location on map tab. By pressing the button the Link to map dialog will appear
containing the client link, the Add to Favorites button and the field for entering the link name.
The example of the link to map is shown on Figure 75.

Crufma K sty

PR METeLO-

BT COcE Py FIRa0 6 DT Ascmes TS iy
Erial 1 34 50 TT 110 0d 3 SR Die TakieeE
O Lttt beugtits B ] BRAGH=C ioAd

Figure 75 — Client link to map generated by default

Copy the link to share it with other users. You can also save this link to favorites by pressing the
same-named button. In this case your link will be displayed in the Favorites window with the
name you specified in the data input field. By default the link is named by the map name. The

Favorites window is opened by pressing i’:?button. To learn how to add this button on your
online map, see Buttons location on map section of the Creating map applications in CoGIS
manual.

On Figure 75 above you can see that the client link looks quite bulky as it contains the list of
parameters describing the current map state. In contrast to the client link, the server link looks
much shorter, see Figure 76.
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Figure 76 — Server link to map

If you want that by pressing < Link to map button the server link to your online map is
generated, the following needs to be done:

e Create the table that will contain list of parameters describing the current map state;
e Publish this table as the map service;
e Establish connection to map service.

The table should contain the following attribute fields, see Table 3.

Table 3 — Parameters describing current map state for generation of server link to map

Attribute field name Type Length
OBJECTID OID —

LinkID String 255
MapName String 255
UserName String 255
LinkData String 1073741822
created_user String 255
created_date Date 8
last_edited_user String 255
last_edited_date Date 8

Publish the table as map service. After that establish connection to this service on web portal. To
do so, go to Administration menu and select Settings. In the appeared settings window in the
General settings tab establish connection to the map service. Check Mcnons3osame cepsuc ons
XpaHeHUA ccblnoK u3 'lModenumscs ccolnkol' option and enter URL address of the map service to
the Service field, specify layer number in the Layer field. Note that part of the map service
address should coincide with the address of the GIS server specified in the GIS servers list tab,
see Figure 77 for example.
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Figure 77 — Connection of service for storing links to maps

In this case the generated link will contain not the parameters list itself, but the list ID, which
results in the link shortening.

The server link, besides the current map extent, the object’s identification dialog, the

identification card, and the attribute table layer opened at the moment of the link generation,

contains the following data:

Selected basemap and specified transparency value, if the Basemap window was opened
at the moment of the link generation;

Visibility of layers in the Legend window, specified at the moment of the link generation;
The Tab selected in the Identification dialog at the moment of the link generation;
Attribute table with sorting specified at the moment of the link generation;

Attribute and spatial filters selected for layers at the moment of the link generation;
Gallery of images, timeline, if they were open at the moment of the link generation;

The Tab selected in the Identification card at the moment of the link generation;
Custom layers symbology;

Objects created by user in the current extent;

Result of measurement performed at the moment of the link generation;

Search request and result.

To view parameters containing in the server link, go to the developer’s console by pressing F12
and enter <api.getProject().state> command.

Sometimes it is needed to generate the link to map so that following this link the user could see
the map with specific parameters. Link to map is created based on the following parameters, see
Table 4.

Table 4 — Parameters for generating link to map

Parameter Parameters | Example
of map
application
URL URL of the | https://cogis.dataeast.com/portal/NSK_Zoo New
map
application
Id ID of the id=0_10_1250269
onlyZoom object to id=10_10 1250269 (instead of the object’s identification card
which the ., .
the object’s callout will be shown)
map will be

57



Parameter

Parameters
of map
application

Example

zoomed,
and which
identificatio
n card will
be opened
(order
number of
the service
in the map,
number of
layer in
service and
OBJECTID
of the
object)

onlyZoom=true (the map will be zoomed to object, but the
object’s card will not be shown)

Scale

Zooming
scale

scale=8000

layers

Consecutiv
e numbers
of layers of
all services
that need
to be
turned on
in the
legend

layers=0.5.8

centerX
century

coordSys

Coordinate
s to that
the map
needs to be
zoomed
and the
coordinate
system

centerX=82.89287567138673&centerY=54.98519248891578&

tableServiceUr

I
tableLayerld
tableHeight

Parameters
of the
attribute
table (URL
of the
service,

http://cogis.dataeast.com/portal

/NSK_Zoo NewtttableServiceUrl=http://.../MapServer&tablelLa

yerld=1 &tableHeight=42
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Parameter

Parameters
of map
application

Example

number of
the layer,
height of
the
attribute
table)

visibleWidgets

Names of
widgets
that need
to be
opened (by
name of
widget
specified in
CoGIS
Designer)

visibleWidgets=State

login

Open login
form or
user
account

http://cogis.dataeast.com/portal /NSK_Zoo New?login=true

auth

Open login
form if user
is not
authorized

http://cogis.dataeast.com/portal /NSK_Zoo New?auth=true

register

Open
registration
form if user
is not
authorized

http://cogis.dataeast.com/portal /NSK_Zoo_New?register=true

hideControls

Hide
controls

http://cogis.dataeast.com/portal
/NSK_Zoo_New ?hideControls=true

disablePanZoo
m

Disable
changing
map extent
and scale

http://cogis.dataeast.com/portal
/NSK_Zoo_New ?disablePanZoom=true

disableldentify

Disable
objects

http://cogis.dataeast.com/portal
/NSK_Zoo_New ?disableldentify=true
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Parameter

Parameters
of map
application

Example

identificatio
n
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4. Setting mobile service for work of CoGIS Mobile applications

4.1.Mobile service settings

Mobile service is provided for work of mobile clients - CoGIS Mobile. To go to server’s settings,
select Mobile service settings in the Administration menu.

Mobile service settings contain the following sections:

e General settings;

e Logging;
e GPS;
e Prompt;

e Notifications;
e Push-notifications.

4.2.Mobile service. Settings.

The view of the Settings window is shown below, see Figure 78.

URL cepeuca

Cceinka Ha CoGIS

MyTe A0 Nanku 0PNaRH-KAPT | 4c0GIS Mobile.Offline.Maps

OTobpakeHue cepeepHblxX OWKWE0K B MOBUABHOM NPUADKEHWUM
Y CKNHOYeHua ¥ Noru4eckue owubku

Cnucok IP paspaboTiukos

rUC-cepsep
URL

NPUBMNErMPOBAHHLIA A0CTYN

NoruH
Naponb
ABTOpU3ALMA

Mo NOrMHY/Naponko Yepes ECMA

Figure 78 — Settings of mobile service

Specify link to geoportal CoGIS Portal with which the mobile client works, and path to folder wi
offline maps.

th
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Specify which errors should be shown in mobile application, and list of developers’ IPs, URL of

GIS server, login and password for privileged access.

Specify options of authorization in mobile client.

4.3.Mobile service. Logging.

The view of the Logging window is shown below, see Figure 79.

MyThb A0 harna OrpaHu4eHre (MB)
¥ NeRcTeMA JACOGIS Logs/MohileService/actions log 2000
# Qwmfkm /COGIS Logs/MobileService/errars.log 100
¥ OTnanka /COGIS Logs/MobileService/debug log 10
¥ 3anpockl /COGIS Logs/MobileService/requestlog xml 200

PaspelKTe LOCTyN TONBKD IP agpecam

For logging of work of mobile service specify paths to files and maximum size of logging files.

Figure 79 — Logging settings of mobile service

4.4.Mobile service. GPS.

For GPS monitoring, the following parameters need to be specified, see Figure 80:

Whether you need to store data in offline mode;
Maximum number of points saved in offline mode;
Minimum deviation in meters;

Maximum number of requests to server per hour;
Group of users for GPS monitoring;

Restriction by device IP.

NomyaTENM GPS ASHHBLK @

HakannweaTe 4aHHEIE B OdiNaiHeE

MAKCHMMENBHOE HMCND TOMEK B DE*J.I'IEIHHE 0

MMHWMANEHOE OTKNOHEHME B METDEY !

KOnM4ECTED 33NPOCOE HA CEPEEQ B 4aC 120

ToneKD 4NA MEyNn None30EaTENER

Toneko ANA IP yCTRORCTE

Figure 80 — GPS monitoring settings
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Specify SOE link for map service, number of layer for recording results of GPS monitoring and

action that needs to be done:

e Update point —the last GPS location of mobile device will be recorded;
e Add point —all locations of mobile device will be recorded;

e Add point to line — the line based on GPS locations of mobile device will be created.

Specify the required fields of map service for recording information, see Figure 81:

e Field with session ID;

e Field with user name;

e Field with data transfer date;
e Field with client date;

e Field with device ID.

ArcGIS SOE (P

CcbINKa Ha CepeMc

Homep cnoA o
Oenctseue 0BHOBNEHME TOYKM i
CpasHeHue N0 MABHTUIMKATOPY YCTPOWCTEA v

NpoBepka aeToOPM3aL MK

None ¢ MAEHTUUKATOPOM CECCHUM SessioniD
Mone c UMEHEM K3Epa UserName
Mone c AaTok Nepesaqu AaHHbIx [TransterredDate
Mone ¢ KMMEHTCKOM AATOM | ClientDate

None ¢ MABHTUHIMKATOPOM YCTPOMCTBA | pavicelD

Figure 81 — SOE settings for GPS monitoring

In order to set up GPS monitoring via GeoEvent, specify service URL and SOAP template for GPS

location data of mobile device, see Figure 82.

Geo Event (P

CcChiNKa Ha cepeuc

WatinoH <?xml version="1.0"?>
<soapenv.Envelope
xmins:ws="http:#/schemas xmlsoap.org/soapiws"
xmins:soapenv="http./schemas xmisoap org/soap/envelope*>
<soapenv.Body>

Figure 82 — Setting GeoEvent for GPS monitoring

-
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4.5.Mobile service. Prompt.

If you need to set the address prompt by geocoding service, specify LLlabs0oH 3anpoca 05
2eokoduposaHus and LLlabaoH 3anpoca 0219 06pamHo20 2e0K00UpPoB8aHUS, see Figure 83.

LWafnoH 3anpoca ANA reckogupoBaHnA

LWaBnoH 3anpoca an\s DﬁpaTHDI’D reokoampoeaHmnA

Figure 83 — Setting prompt by address

4.6.Mobile service. Notifications.

In order to enable inner notifications in mobile applications, check Bkatoyume, specify
BpemeHHoli uHmepsan 6 cekyHoax, after which the mobile application will search for available
notifications. Specify map service, number of layer with notifications, and SQL filter. Specify map
service and number of layer with notifications sending rules, see Figure 84.

BKNHHUTL
BpemeHHOM MHTEPBaN B CeKyHA ax 190

TaGnuua yeeaomMneHui

Ccblfika Ha cepBuMc

Howmep cnoA 0
SQL dunetp
Tafinuya npasmn
Ccblnka Ha CEPBKC
Homep cnoA 0

SQL thuneTp

Figure 84 — Setting sending of inner notifications of mobile client

4.7.Mobile service. Push notifications.

In order to enable push notifications, check Braroyume, specify SOE for map service and number
of layer for recording of push tokens, see Figure 85.
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BrntoumTh @

Ccbinka Ha CepeuMc ‘

Homep cnoA 6

Figure 85 — Settings for sending push notifications
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